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Keep it Clean
Could 'dirty power' be causing you computer problems?

By Drew Robb

When people think of preventing data loss due to
power supply problems, they typically consider an
uninterruptible power supply (UPS) or a surge
suppressor. Recent studies by Bell Laboratories,
however, indicate that less that 4 percent of power-
related problems would be addressed by such devices.
Thus even networks and computer systems that are
well protected by UPS and surge protectors are at
serious risk.
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Studying the problem

Downtime causes millions of dollars in damage
annually to computer networks around the globe. In
many cases, people attempting to troubleshoot the
cause of downtime waste hours addressing the wrong
problem. They blame the software, the network,
viruses, spyware, and a host of other causes.
Sometimes they are correct. Often, however, they are
correcting the wrong problem. Power-related issues, it -
turns out, are frequently the cause of time-outs,
unexplained downtime and other commonplace system
or networking glitches.

Recent studies by Bell Labs and IBM agreed that
around 80 to 90 percent of the time, electronic
equipment is being affected by tiny surges as opposed
to lightning flashes or blackouts. To make matters
worse, these little spikes wreak havoc in the form of
logic confusion, system errors, and frozen screens.

"Everyone has had their computer lock up on them,"
says Anthony Loguidice, assistant vice president of
service for Sharp Electronics of Canada Ltd. "If there's
spikes and surges on the line it can cause quality
issues and a lot of odd problems."
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The reason this situation has remained largely under
the radar screen perhaps lies in the fact that there are
actually two distinct types of spikes and surges. Most
people protect themselves against one (occurring in
what is known as normal mode) but fail to pay any
attention to the other (occurring in common mode).

Most electrical wiring inside any building has three
wires: Two wires that carry the power are called hot
and neutral; and a third typically green wire which is
for safety and a logic reference point called the
ground. Normal-mode power noise occurs between the
hot wire and the neutral wire, causing damage to
power supplies, PC board blowouts, and other
catastrophic issues. Common-mode noise, on the other
hand, occurs between the hot or neutral wire and the
ground wire, causing logic confusion, data loss, system
errors, blue screens, or mysterious service calls that
end without an actual problem being located.

Relating this back to the two studies above, blackouts
and large surges account for less than 5 percent of all
power problems and happen in normal mode. As these
events are catastrophic, most people who have
experienced one tend to deploy protection technology
to guard against further normal mode hazards. Yet, 80
to 90 percent of all problems actually happen in
common mode. While these events are usually not
disastrous, they generate all kinds of mischief,
consume end-user time, result in data loss, and
generate a torrent of help-desk traffic.

Why? Microprocessors normally work with 5 volts DC
(some of the newer models work with 2.7 volts DC,
which makes them even more sensitive to small power
anomalies). In effect, they act as high-speed switches
being turned on and off millions of times per second.
The off-state (zero volts) equates to the binary "0" and
the on state (5 volts) equates to "1." This gives you
the foundation of the binary language by which
computing functions.

"Any spike greater than 1 volt confuses the logic-the
microprocessor being read as a 1 rather than a 0,"
says Bahram Mechanic, CEO of SmartPower Systems
Inc. of Houston, Tex., a maker of power protection and
conditioning equipment.. "The result is screen lock-
ups, timeouts, or delays."

But in this day and age, surely electrical wiring is such
a precise science that such issues are minimized,



right? Not so. Apart from the fact that the power
coming in from the average utility is dirty-way below
the level of stability required to safely run electronic
equipment-many big cities suffer from decidedly poor
wiring.

Protection options

What should be done, then, to better protect computer
systems and networks? Let's take a look at the pros
and cons of the various options available on the
market.

Surge protectors, or surge suppressors, are devices
that protect equipment from excessive voltage (spikes
and power surges) in the power line. They divert
power from the incoming hot line to the neutral and/or
ground wires. Alternatively, they can absorb the
energy within the unit. Surge protectors are relatively
inexpensive and offer excellent protection against
catastrophic high-voltage spikes in normal mode.
However, they fail to handle the relatively small over
and under-voltages that occur in Common Mode which
momentarily disrupt computer networks. As large scale
Normal Mode surges account for only about 2 percent
of all power problems, they are an incomplete solution.

An uninterruptible power supply (UPS) is a backup
power supply used when the main electrical feed has
failed or drops to an unacceptable voltage level. Small
UPS systems provide battery power for a few minutes.
This gives IT enough time to power down critical
servers without suffering data loss - otherwise
anything stored in RAM is lost during a blackout. More
sophisticated systems are tied to electrical generators
so power is available for several days. UPS systems
can also include a surge suppressor.

UPS should clearly be part of any power protection
strategy. But it has to be understood that blackouts
make up around one percent of power quality
situations. Even if you include large sags, you are still
leaving over 80 percent of the power quality concerns
untouched.

Isolation transformers (also known as line
conditioners) have gained popularity in recent years. A
transformer changes one voltage to another and is
made from two coils of wire close to each other (or
wrapped around an metal core). Power is fed into one
coil to create a magnetic field. The magnetic field



causes current to flow in the other coil. An isolation
transformer uses this technology to prevent current
from flowing directly from one side of a circuit to the
other. These devices are an excellent way to filter out
Normal Mode voltage spikes (down to less than 10
volts) and Common Mode spikes (down to less than
0.5 volts). On the downside, they are heavier and
more expensive than more modern alternatives -
costing about $1000 for a unit with adequate server
protection.

Recent technological advancements in the field of
power conditioning have now yielded devices that
provide "computer grade" power at the same price as
limited-function surge protectors and a fraction of the
price, weight and size of isolation transformers. Known
as transformer based filtering (TBF) devices, the latest
circuits include transistors, thyristors, capacitors, and
relays to handle power conditioning duties in tandem
with a small transformer. This intelligent digital
circuitry provides greater functionality than a
traditional line conditioner/isolation transformer.

TBF units provide basic protection against massive
spikes up to 6000 volts as well as small Common Mode
spikes and surges. In addition, they constantly monitor
the line power. If voltage goes too high for more than
5 cycles (80 milliseconds), for instance, the
motherboard could blow out. The TBF cuts the power
off to prevent damage to the machine.

Further, new TBF technology can identify miswired
outlets. If a ground wire is loose, or the polarity
between neutral and hot is reversed, the device will
not let the power reach the protected machine.
Prolonged over-voltage protection (POVP) is another
feature built in to the device. The loss of the neutral
wire, for example, can lead the voltage to increase to
the 160 to 200 volt range for an extended period of
time.

A TBF unit disconnects the output to keep mission-
critical systems safe. SmartPower Systems' TBF, for
example, compresses all this functionality into a 17-
ounce package the size of handheld cassette tape
recorder.

Blackouts and line sags make it essential to protect
servers, workstations and networking gear from
electrical harm. UPS and surge suppressors offer
safeguards against catastrophic events such as



burned-out motherboards, and keep computers
operating at least long enough to prevent data loss.

But these methods are not enough in a dirty-power
environment as they fail to address power enemy
number one-low voltage spikes. That's why isolation
transformers or TBF units can help cleanse the power
coming along the utility line and take care of other low
voltage factors.

Drew Robb is a technology writer based in Los
Angeles.

Copyright © 2006 ComputerUser
- Click here for permission to reprint
Click here for details




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


